
SMobile Security Shield, Anti -Theft Edition  
 for BlackBerry  

Version 8.4 
 



 

4320 E. 5th Avenue • Columbus, OH 43219 phone: 1-866-323-0480 • f ax:614-251-4083 Page 2 

www.smobilesystems.com 

SMobile Anti-Theft for BlackBerry  

 

 
 

Table of Contents 
 
 
Installation................................................................................................................................................3 
 
 
Registration..............................................................................................................................................3 
 
 
Retrieve Virus Signatures..........................................................................................................................7 
 
 
Manual Scanning......................................................................................................................................8 
 
 
Review Logs...........................................................................................................................................11 
 
 
Backup and Restore ...............................................................................................................................12 
 
 
Anti-Theft Functions: Lock, Wipe, Backup, Restore, and GPS Locate.........................................................14 
 
 
SMobile Security Shield provides a web-based interface, from which remote commands to.........................14 
protect your device against loss or theft are accessible. 
 



 

4320 E. 5th Avenue • Columbus, OH 43219 phone: 1-866-323-0480 • f ax:614-251-4083 Page 3 

www.smobilesystems.com 

SMobile Anti-Theft for BlackBerry  

 
SMobile Security Shield, Anti-Theft Edition for BlackBerry devices provides comprehensive 
protection from viruses, malw are and spyware, plus backup and restore functions.  In addit ion, 
users may access a w eb page for remote execution of commands to lock, w ipe, backup, and locate 
the device (via GPS).  This document serves as a guide to the product’s installation and use, for 
both its client and w eb-based features. 
 
 
Installation  

 
To install the SMobile Security Shield, you may use the Blackberry Desktop Manager, or install 
directly to your device. To dow nload direct to the device, use your device’s browser and visit the link 
provided upon purchase of the application. 
 
To install via the desktop manager: 

  
a. Dow nload Version 4.6 of the Desktop Manager, available at: 

http://na.blackberry.com/eng/services/desktop/.  
 

b. Extract the contents from the .zip f ile to your desktop. 
 

c. After installing the Desktop Manager, Open the application.  
i.  Select Application Loader.   
ii.  Select the “Start” button under the Add / Remove Applications section. 
iii.  Select the “Browse” button. 
iv. Brow se to the extracted folder and select the .ALX file. 

 
NOTE: If you encounter the error message "No additional applications 
designed for your handheld w ere found", please update your Blackberry 
Desktop Manager softw are at the link above. Please choose the 4.6 
version for smooth operation. 
 

v. Select the “Next” button. 
vi. Select the “Finish” button. 
vii. Your handset may prompt you for permission access.  If  so, check “Don’t ask 

this again” and select the “Yes” button. 
 

d. The SMobile Security Shield application is now  installed.  Before proceeding you 
must f irst register your application. 

 

 
 
 

Registration 
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Registering SMobile Security Shield is 
required, but w e’ve made it simple and easy.  
 
Open the SMobile Security Shield 
application from the Application or Dow nload 
directory.   
�

 
�

 
 
 

�

You w ill be prompted for a user agreement.  
Select “I agree”.   
 
The registration screen w ill automatically 
display.  If  it does not appear, select 
“settings” from the menu button. 
 
 
 

 
�
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If  you connect to a BES server select “MDS 
On”; otherw ise select “MDS Off”.   
 
Enter your License Key (provided w hen you 
acquired the application).  Leave 
hosted.smobilesystems.com in the ‘Server’ 
f ield, unchanged. 
 
Enter the handset phone number including 
the area or country code.  (Example: 
16145555555) 
 
Enter your username, a valid email address.  
The passw ord must be at least f ive 
characters in length. 

�

QuickTime™ and a
TIFF (Uncompressed) decompressor

are needed to see this picture.

 
�

 
 
 

�

Once you have entered your registration 
information.  Select the menu icon and 
select close.  This w ill start the registration 
process, via the phone’s Internet 
connection. 
 
�

 
�

 �
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You handset may take several minutes to 
register depending on your connection 
speed.  During the registration process your 
handset w ill dow nload the latest virus 
signature and profiles to keep your device as 
protected as possible. 
 
�

�

 
�

 
 
 

�

Congratulations, your handset is now  
protected! 
 
�

�
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Retrieve Virus Signatures 
 
Making sure you have the latest definitions 
loaded is important w hen scanning for 
viruses.   
 
Your handset will automatically retrieve new 
updates.  You can set the schedule in the 
setting screen.  Open the Security Shield 
applications.  Select “settings” from the main 
menu.   Change the “Auto-Update 
Frequency” settings and select close. 
 
As show, you may also select Update Now 
from the VirusGuard menu to initiate an 
immediate check for updates. 
 
 
 
�

Quic k Time™ and a
TIFF (Unc ompres s ed) dec ompres s or

are needed to s ee this  pic ture.

�
�

 
 
 

�

� �
� �

 



 

4320 E. 5th Avenue • Columbus, OH 43219 phone: 1-866-323-0480 • f ax:614-251-4083 Page 8 

www.sm obilesystem s.com  

SMobile Anti-Theft for BlackBerry  

Manual Scanning 
 
Your handset w ill automatically scan f iles 
and components on your handset.   
 
We’ve also giving you the ability to force a 
scan.  Open the Security Shield 
applications.  Select “scan now ” from the 
main menu.    
 
�

Quic k Time™ and a
TIFF (Unc ompres s ed) dec ompres s or

are needed to s ee this  pic ture.

�
�

 �
 
In the display show n at right, a full scan is in 
progress, initiated via the “Scan Now ” menu 
option. 
 

�
 �
Performing a full scan may take several 
minutes to complete depending on the 
number of f iles you have.  Any viruses 
found w ill be automatically deleted. �
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�
Various scanning options are available, as 
show n in the display at right. 
 
A custom scan (as opposed to a full device 
scan, as performed via “Scan Now ”) may 
also be requested.  Specif ic folders or f iles 
may be selected. 
 

Quic k Time™ and a
TIFF (U nc ompres s ed) dec ompres s or

are needed to s ee th is  pic ture.

�
 �

 
 �
 
During any scan, Security Shield w ill 
automatically quarantine any infected f iles 
found.   Quarantining allows you to decide 
whether or not the f ile that is infected 
should be deleted, rather than being 
automatically deleted. 
 
In the example at r ight, there w ere no 
infected f iles found. 
 
NOTE:  SMobile Security Shield supports 
the detection and uninstallation of FlexiSpy 
Lite.  Should the application be detected, 
you w ill be notif ied and given the option to 
uninstall it.�

�

 
�

 �
�
�
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You may open the quarantine folder and 
delete f iles via the menu option. 

�
 �
Returning to the VirusGuard menu options, 
note that logfiles may also be accessed.  
The OnDemand Scan log shows the details 
of scans initiated by the user.  The 
FileMonitor log shows timestamps 
associated w ith changes to the f ile monitor 
setting. Quic k Time™ and a

TIFF (U nc ompres s ed) dec ompres s or
are needed to s ee th is  pic ture.

�
 
 
Virus monitoring is on by default after registration, and the status of the monitor is alw ays shown on 
the main VirusGuard display (show n as “Enabled” in the sample screen above).  If  you w ish to turn 
off the monitoring you can do so w ithin the Settings screen.  Of course, we do not recommend 
turning off virus monitoring. 
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�

Review Logs 
  
An example of the OnDemand Log File is 
show n at the right.�

 
�

 
 
An example of the FileMonitor Log File at 
right.  Since the log is empty, it has either 
been cleared, or no entries w ere ever made, 
(due, in turn, to no change to the status ever 
being made).�

�

 
�

 
 
 

�
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Backup and Restore 
 
Security Shield’s Backup function lets you 
backup the Contacts and Calendar events 
stored on your device.   
 
If  you initiate a backup, data w ill be stored 
on our server in vCard and vCalendar 
format, respectively.  You’ll receive an email 
with a link and token, to be used for restoral 
of your data. 
 
Data is stored on our server for one hour, 
then deleted (w hether it has been 
dow nloaded or not). 
�

�

 
�

 �
�
�

To recover data, you w ill enter the token 
(received in email) at show n on the screen 
display.   
 
 
The data is stored in vCard and vCalendar 
format, a format that is standard across 
major mobile OS platforms (for example, 
WM, RIM/BlackBerry, or Symbian).  This 
means that if  you change devices, you may 
restore data to your new  device even if  it is 
a different platform than that of your old 
device. 

�
 �
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Upon input of the token, the application w ill 
then dow nload and install the recovery 
archive, upon your “Yes” response to the 
prompt. 

�
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Anti-Theft Functions: Lock, Wipe, Backup, Restore, and GPS Locate 
 
SMobile Security Shield provides a w eb-based interface, from w hich remote commands to  
protect your device against loss or theft are accessible. 
 
The screen shot below  shows the interface, accessible via the “Security Console” button on the SMobile 
web site, www.smobilesystems.com .  You w ill f irst log in, using your account name/email address and 
password.  The screen shown below  is then displayed: 
�
 
You w ill be prompted to enter an e-mail address and password.  Enter the e-mail address and 
password that w ere used to register the device.�

�

�
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 �
Upon successful login, you w ill be given a menu of commands to send to your device. 
 
Lock Handset w ill lock the device until such time that the unlock command is sent.  If  the device is 
password protected, the device w ill continue to be locked even if  the proper passw ord is entered. 
 
Unlock Handset w ill unlock the device. 
 
Wipe Handset w ill delete the E-mail, Scheduling, Contact and Task information. 
 
Send Backup w ill gather the Contact, Scheduling and Task information and e-mail it to the e-mail 
address provided in the registration process��
�
If  your BlackBerry is equipped w ith GPS, you can even locate your device via this page.  Device 
location w ill be reported via Google Maps.  (You may view  a demo of this feature on our w eb site). 

�
�

�
 
�

“Settings” and the action of the “Send” command are described next in this guide.  If  you have any 
questions about the application, please contact support@smobilesystems.com. 
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After clicking the “Send” button, the status of the command w ill be displayed, as w ell as a log of the last 
10 commands. 
 
A log of previously issued commands is also available by clicking on the “history” menu option�

 
�
�

�
 
�
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Clicking the “Sett ings” menu option w ill display current information pertaining to the device and provide 
the user w ith an opportunity to update their phone number. 
�

�

�
 
�
�
�

Clicking the “support” menu option w ill provide you w ith information on how  to contact SMobile 
Systems for technical support��
�

�

�
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