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Welcome to SMobile Parental Controls

You've selected the most comprehensive secuility package available for your family’s smartphones. SMobile’s
Parental Controls software provides parents with insight into the mobile activities of their children while also
providing protection to their child's phone with anti-virus and anti-spam functionality. Mobile phones have
become the piimary communicaton mechanism for teenagers, which makes them susceptible to online
bullying, exploitation and misconduct.

Parental Controls collects data from the child's device and uploads it to a Dashboard thatis accessible via the
Internet. The parent can also configure e-mail alerts, where messages containing customized keywords, such
as drugs, sex, alcohol, etc., or messages that originate from, or are destined to spedcific addressees can be
automatically emailed to the parent. The Parental Control Dashboard allows parents to:

Monitor activity on the child's / teenager's smartphone

View pictures taken by the device camera and sent or received via text or e-mail
View the content of all text messages and e-mail* messages

Automatically receive alerts when keywords are found in messages sent or received
View the child's contacts and address book*

List all applications and software installed on the device*

Display the location of the child and device in an online map

Sound an alarm on the smartphone*

Use GPS to protect against loss or theft**

*Feature av ailable f or Windows Mobile, Symbian, Android and BlackBerry smartphones

** SMobile Systems cannot guarantee GPS functionality on Verizon BlackBerry Curve and the Stom 1 devices. If you
receive GPS Longitude and Latitude coordinates of 0.0 on the SMobile Security Console or Parental Dashboard, this

functionality has been blocked by the sewice provider. For more information or questions please contact customer service
at 1-866-323-0480.

A key feature included with the application is SMobile AntiSpam, which blocks unwanted text messages and
voice calls. Thisfeature is beneficial for stopping spam, though also useful for blocking communication from
undesirable sources such as bullies, or unapproved friends.

Also induded with Parental Controls is SMobile AntiVirus, which provides users with real time protection
against malware threats by automatically scanning mobile devices to ensure files are not infected with
malware. The on-demand scanning ability allows the user to scan selected files and folders to ensure the
device and memory card are dean and protected. The automatic update capability ensures that the phone
possesses the latest Antivirus signatures. The on-device application provides a Backup and Restore
capability in addition to AntiSpam and AntiVirus.

To secure and protect your child, follow the simple stepsin this guide. They outline how to install and activate
the program on your child’s smart phone, then describe the easy-to-use Parental Control dashboard, which
you access via the Internet.

The last section of this guide describes the AntiVirus, AntiSpam, and Backup/Restore components of the
application. Together, they provide your child’'s handset with comprehensive anti-vius and anti-spam
protection. You may wish to take a look at the sample screens provided, and to help your child set up the
automatic protection that these components offer, all accessible from the on-device application’s easy-to-use



interface.

Step 1 — Installing and Registering Security Shield

Youll install Security Shield following the simple instructions below, for your smartphone platform —
BlackBerry, Symbian, Windows Mobile, or Android. Following installation, the applicaton needs to be
registered in order for parental control features to be used. Screen shots are provided toillustrate the easy

registration process, for each of the aforementioned platforms.

Regardless of platform, please note:

You'll download the application directly to your ch
You'll need to register the application in order to
Dashboard features, for monitoring of the device’s
The e-mail username and password that you select on
username/password used to access the Parental Cont
will be sent to the e-mail address provided as the
login/passw ord information with your child, or they

Installation and Registration, for BlackBerry devic

Download the software directly to your device, using
the BlackBerry device’s web browser.

Open the SMobile Security Shield application from
the Application or Download directory.
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You will be prompted to accept a user agreement, in
order for installation to proceed.

The registration screen will automatically be
displayed; if not, select “Settings’ from the menu
button.
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Ensure MDS is set to ‘MDS Off”. (The “On” setting
isonly for users who connect to a BES server.)

Next, enter your License Key, provided when you
purchased the product. Simply leave
‘hosted.smobilesystems.com’ in the server field.
Enterthe handset phone numberinduding the
country code. (Example: 16145555555)

The username must be a valid email address and
the password must be at least five charactersin
length. These fields will be used to set up your
account with Smabile.

The screen at right has sample information filled in.

Once you have entered your registration
information. Selectthe menuicon and select Close.
This will start the registration process. Please note
aninternet connection is required.

You will see several messages displayed:
“Registering Device...”

“Downloading Profile...”

“Downloading Virus Signatures....”

And lastly, “Update Completed Successfully”.

Following successful registration, you're ready to run
the application.

Select the Security Shield icon from the main
Applications folder screen. lcons for the featured

components of the application are shown, as shown in

the screen display on the next page.

www.smobilesystems.com




The first feature set, SMobile AntiVirus, provides
scanning functions to protect the device data from
malware. The Monitor and Control settings will reflect
the settings you've chosen (ortheir defaults) for
monitoring your child’s mobile activities, via the
dashboard. The default settings enable all monitoring
features: text messages, calls, email, and pictures.
The thid feature set provides backup and restore
functions.

www.smobilesystems.com
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Installation and Registration, for Symbian devices:

Upon download and initiation of the installation of
the .sisapplication file, the screen at right is
displayed, indicating that Security Shield will be
installed in main memory of the device.

Installation progressis shown on the status bar, as
at right.
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When installation is completed, the Security Shield '
icon will be listed among the applications in the
Applications folder.

To begin the registration process, select the '
Security Shield application icon. Youll need to
registerin order to use the web-based Parental
Control Dashboard features, for monitoring of the
device’stext, email, or call activity.




First, enter your License Key, received following
your purchase.

The username must be a valid email address.

Next, choose a password. Itmust be atleast five
charactersin length.

Then, enter the full phone number of the device,
induding ‘1’ and area code, or '+’ and country code,
followed by the number.

Note: depending on the screen size of the device,
you may need to scroll down to view the ‘Phone
Number field.

These fields will be used to set up your account with
SMobile.

NOTE: The login and password you establish
will also be used to access the Parental Control
dashboard features. Therefore, do not share the
information with your child, or else they will be able
to change the settings at will.

Select "Options, then ‘Register’.

Registration may take a few moments, as the
software will retrieve any updates from the server, in
addition to establishing your account. Youll see a
message indicating your registration status once the
processiscompleted.

www.smobilesystems.com



Following registration, go to the Applications folder, and
select the SMobile icon to again launch the application.
The screen at right is displayed.

The Parental Control feature sets for Symbian-based
devicesis shown here, and indude AntiVirus, call and text
message filtering (AntiSpam), Monitoring and Control (for
communication with the Parental Control dashboard), and
Backup and Restore functions.

With the application successfully installed and registered,
the Parental Control Dashboard features may be used to
monitor activity on the device. The dashboard is
described in Part 2 of thisdocument. If you want to learn
more about the on-device features such as anti-malware
scanning via SMobile AntiVirus, please refer to Part 3 of
this document.

www.smobilesystems.com
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Installation and Registration, for Windows Mobile d evices:

Upon download of the application to the device, the .CAB file will appearin the device’s Program Fles folder.
Locate the installation file via the File Explorer, accessible from the Start Menu.

To begin the installation process, the user taps/selects the .CAB file, then responds to the prompt to specify
the desired location for the application:

Store to Device
Store to Memory card

When installation completes, launch Security Shield, clicking on/selecting the shield icon from your
Applications folder. Then follow the instructions below to register the application.

The screen show n at the left is automatically displayed if
the handset has not yet been registered. Add your
entries to the fields as follow s:

License Key: the key provided w hen you acquired the
application.
Username: a valid e-mail address

Passw ord: a minimum of six characters, your desired
password
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In the sample display at left, fields have been filled in,
and the application is ready to be registered.

Click/tap the ‘Register’ button to begin the process. The
application will connect to the SMobile server and
establish your account/license
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This page show s the message that is displayed w hen the
device is registered successfully. Click OK to continue.

Once the application is registered, selection of the
Security Shield icon will present the features sets
present in the application, as show n in the sample at the
left:

AntiVirus
AntiSpam
Monitor and Control
Backup and Restore




Installation and Registration, for Android devices:

Installing SMobile Parental Controls on your Android
device is simple, and is perfomed via the phone’s
browser.

Open a browser application. Select Menu | Go to URL.
Enterthe following URL and select the “Go” button:
http://www .smdownload.com

Click on the application (“for Android”) to begin the
download process. Once the applicaton has
downloaded select the application for installation. An

example is shown at right.
Please notes that:

- the URL is case-sensitive.

- instead of entering the full URL path, you may
email the URL to your device. Once on your
device, simply select the URL in email message,
to begin the download process.

After selecting the application to install you will be
prompted to allow this applicaton to use network

communication and phone call components.

Select the “Install” button to continue. The installation
process may take a couple of minutesto finish.

Once installation has completed, choose the “Launch”
button to open the application (or the “Done” button to
return to your browser).

To open the Security Shield application, select the icon
from Application menu (as shown to the right).

www.smobilesyst ems.com



Registration

Registeling SMobile Security Shield is required, but
very simple.

Open the application (selecting the SMobile icon, as
shown on the previous screen). The End User License
Agreement will appear, with a prompt for your
acceptance.

Next, fields will be presented, for you to fill in as
described below...

First, enter the License Key provided when you
acquired the application

Next, entera valid email address and preferred
password, then selectthe “Register” button.

The register command uses your device's data
connection in order to establish communication with our

server, so that your account may be registered.

The process may require a moment or two to complete.
Once completed, the application’s main screen is
displayed, as shown on the next page.

www.smobilesyst ems.com



The main screen shows the application icons, for its
AntiVirus component and its Monitor and Control
component.

Monitor and Control features allow communication
between the device and certain device events (e.g.,
GPS locate) with the web-based SMabile Security
Console (described later in this document), or the
SMobile Parental Control Dashboard.

Access to license renewal and account information is
provided at the bottom of the screen, along with update
features and ‘About Box’ information.

Note: Alarm and Backup/Restore are not currently
supported on the Android platform.

www.smobilesyst ems.com



Step 2 —Using the Parental Control Dashboard

Now that you've installed Security Shield and registered the device(s), you're ready to use the features of
SMobile’s Parental Control Dashboard. You'll accessthe dashboard via the following URL:

parent.smobilesystems.com

The Parental Controls Home screen is displayed after you login (using the same email address and
password you used when you registered Security Shield on your child’s smartphone). The Dashboard Home
screen presents various features and functions (each of which is shown and described as you proceed
through this document).

Tabs for the key dashboard function areas:

Home Screen -liststhe last 10 messages received by the device

Locations- liststhe GPS coordinates of the device

Reports — look for certain senders or keywords in a range of messages, based on dates
Account Settings — configure different user accounts and devices you wish to monitor
Picture Viewer — view photos stored on the device

Glossary — common terms and SMS “lingo” you may wish to look for in your child’s
communications

O 0000 Oo

Alert status and access (upper right hand corner)

Home Screen tabs for different features:

www.smobilesyst ems.com



Messages — the last 10 messages (voice, email, text) received at the device
Applications - software installed currently on the device

Contacts - your child’s Contacts (address book)

Send Commands - a menu of remote commands that may be executed on the device
History — the last 10 commands sent to the device (GPS, lock, all commands)

[elNelNelNeoNe]

Before reviewing the tabs shown, let’s discuss Alerts and howto view and configure them. Click on the Alerts
box, which appearsin the upper right hand corner of the dashboard:

By using unique identifiers, such as keywords or addressee, messages that meetthe defined ciiteria can be
easily identified and viewed by dicking on the Alerts section. Alerts can also be configured to be sent via e-
mail to the parent; for example, an SMS message that contains the keyword “drugs’ can be automatically e-
mailed to the parent. A parentcan also click on “Alerts’ in the dashboard to view all messages that have met

such Alert criteria.

www.smobilesyst ems.com



Current Alerts, and Configure Alerts Screens

4320 E. 5th Avenue « Columbus, OH 43219
phone: 614-251-2238 « fax:614-251-4083
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As shown, criteria can include keywords and Sender/Recipient Address. In addition, the parent has the
following options:

0 Reportthe Eventas an AlertMessage — A copy of messages meeting this criteria can be easily
viewed by dicking “Alerts’

0 Send the Event as an Email Message — The contents of messages that meetthe Alert criteria will
be automatically sent via e-mail to the parent. (The email addressto send tois configured in the

Account Management screen.)

Let’'sreturn now to a review of the tabs shown in the middle of the home screen.

Messages
Applications
Contacts
Locations

Send Commands
History

The screenshot on the next page shows the Commands display. Available commandsindude:

Lock Handset — Locksthe handsetin case the device islost or stolen, or the parent wishesto stop the child’s
use of the device

Unlock Handset — Unlocks the device

Wipe Handset— Ifadeviceislost or stolen

Backup Handset — Creates a copy of the contact list, calendar and tasks and e-mails this data to the parent.
Thisisvery useful ifa device islost or stolen.

Locate Handset— Sendsa command to determine the GPS location of the device, with the result displayed
via Google Maps.

Send All Messages — Sends all events that have been logged but have not yet been uploaded to the
dashboard.

Alarm Off and Alarm On - - allows the user to audibly locate a misplaced device within healing distance,
even if the speakers and ringer are muted.

GPS Theft Off and On - - Automatically will update the GPS location of the device every three minutes, with
the result displayed via Google Maps.

www.smobilesyst ems.com
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Picture Viewer

Parents may view photos stored on the device, via the Picture Viewer Tab. In this example, 5 of the 15
photos found on the device are displayed. Photos may also be viewed 10, 15, 20, or 25 per screen, by

selecting the desired display number, as shown below.
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The fourth tab, for “Reports’, is shown below. By supplying report parameters as prompted on the screen,
the parentis able to run customized reports against collected data. (Note that the Sender and Recipient
fields must exactly match the addresses asthey are specified on the Messages display.) Message datais
stored by SMobile Systems for up to 12 months.
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The Account Management display (shown below) provides the parent with an interface to update specific
accountinformation. While the e-mail username and password to access the parental control dashboard is
set during installation on the device, the parent can update the e-mail address where alerts are sent by
entering the e-mail address in the e-mail field. In addition, parents monitoring multiple phones can add an
additional phone to their dashboard by entering the applicable username and password in the “Add New
Phone” section.

www.smobilesyst ems.com



The Handset Management display (shown below) provides the parent with an interface to update specific
accountinformation. Allowing the parentto check or uncheck specific monitoring features as desired.
Additionally, the Log Event Limit and Log Size Limitin the scenario above will report to the Parental
dashboard every 10 events (i.e., e-mail, voice, SMS, MMS each count as one event) or 100K of data,
whichever comesfirst. The GPS Update Period allows parents to set GPS updates to occurautomatically
every fifteen minutes, 30 minutes, hourly, daily, etc... rather than having to send a manual command to
update as needed.

www.smobilesyst ems.com



The dashboard’s last tab presents a glossary of terms, forinformative purposes.
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Step 3 —Using Security Shield’s On-Device Features

Included with SMobile Security Shield Parental Edition are applications to protect against viuses and other
malware, as well as (for Windows Mobile and Symbian devices only) protecting against spam and unwanted
text and woice messages. Windows Mobile, Symbian, and BlackBerry support a Backup and Restore
capability, and this feature is also described, at the end of this section.

The screens below show AntiVirus, AntiSpam, and Backup/Restore features for a Windows Mobile handset;
the features may differ on other platforms (Backup/Restore is not available for Android devices, and AntiSpam
isnot available for Android or BlackBerry devices).

AntiVirus

The Security Shield main screen application presents the
application icons. The first component w e’ll discuss is
the SMobile AntiVirus scanner and related features.

When the AntiVirus icon is highlighted, then selected, the
main AntiVirus screen is presented as shown in the next
screenshot.
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In the display show n at the left, Security Shield’s
AntiVirus component has been selected from the main
application display icons.

Options for scanning the full device, or selected files or
folders (custom scan) are presented.

Update Now will perform a check for any available virus
signature updates. If the server has any new signatures
since the last update check w as performed, a new
signature (virus definition) file w ill be uploaded to your
device.

Other status information is displayed, as show n. In this
example, the application has just been installed, and no
scanning has yet taken place. The Monitor is ‘On’,
providing automatic scanning should any file(s) be
received at the device.

Full Scan

Here, a full device scan has been initiated. The bar
indicates progression of the scan, w hich will take place
on every file on the device. The number of files
scanned thus far and the number of infected files is
displayed as the scan progresses.

At any point, the scan may be aborted by selecting
‘Cancel at the bottomright of the display.
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When completed, a message box will indicate w hether
any viruses or malw are were detected. In this example,
the device is clean, but should any infections be
detected, those files will be quarantined. The
Quarantine folder and associated processes are
described later in this document.

Custom Scan

Selection of ‘Custom Scan’ fromthe main AntiVirus
menu presents a file explorer view as shown at left. This
allow s you to select specffic files or folders for scanning.

Click/tap the Scan button w hen you're ready to initiate
the scan.
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Update Now

Although the Security Shield application will by default
periodically check for updates, you can initiate the
update checkw henever you like, fromthe AntiVirus
display, by selecting ‘Update Now .

Check for Updates

When an update is complete, a message is displayed
indicating that your device now has the latest signatures.

If no update is required, the message will indicate so.
Note that an automatic update check is performed each

time the application is launched, in addition to this option
being available via the menu.
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AntiVirus Menu

The AntiVirus screen’s menu presents the follow ing
options:

Logs (Scan Log, Monitor Log and Virus Log)
provide detailed information on the scanning
activity, file monitor activity, and virus definition
list, respectively.

Settings — presents modifiable application
settings.

Quarantine List — displays any files quarantined
follow ing detection by the scanner.

Log Files

As show n on the previous display, the ‘Logs’ menu item
provides access to specific log files, as show n on the
submenu at left.

We'll examine sample Scan Logs beginning on the next
display in this document.

The Monitor Log maintains changes to the status of the
File Monitor (w hich you may make via the Settings
menu).

The Virus Log, also detailed later in this document, list
information about the viruses currently defined in the
anti-virus database.
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The Scan Log lists:
- The start time of the scan

The time at w hich the sanwas either completed
or cancelled

The time of any virus, malw are, or spyware
detection

The action the user took in response to a
detection

The log can be cleared by selecting “Clear Log”, the
bottom right item.

Any request to clear the log file requires user
confirmation.
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The Scan Log provides valuable scanning history. For
example, consider the scenariow here an infected file
has been detected and quarantined (the standard action
taken upon detection).

A sample screen illustrating this is show n, at left. Click
on the Menu button to see options for the action to be
taken on the file.

You may opt to restore the quarantined file, or to delete
it. Regardless, your action is logged in the scan log.
This is show n on the next display...
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The scan log reports that, in the example, the infection
was ignored.

Virus Log (List)

Select this option fromthe Logs menu to display a list of
all viruses currently defined in the anti-virus database.
You may scroll dow n to see each entry. Each time the
virus database is updated, the list of viruses is updated
aswell.

Exit the list by selecting ‘Done’.
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AntiVirus Settings

The Settings menu allow s you to set the follow ing:
- AV Status —to turn the File Monitor On or Off
- Scan memory cards on insert — to turn this option
On or Off

Anti-Spam

By creating simple lists and turning filteing/blocking on, you
can be protected from unsolicited callsand SMS spam.

Highlight, then select the AntiSpam icon from the main
Security Shield display.
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When first launched, no blackKist(s) will exist, so the first action
will typically be to create one.

Select the AntiSpam menu, and the options are
presented as shown in the screenshot at the left.

To add a number to be blocked, simply select ‘Add

Number’. Upon adding the number (and a description to
help you know who you're blocking), you'll select:

‘Block Call’ and/or ‘Block SMS Messages'.
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Settings

SMS/call blocking must be enabled to allow everything in
the SMS/Call blocking contact list to be blocked.

The ‘Shortcode Blocking’ checkbox provides a simply
way to protect the user from SMS spam, by allow ing
blocking of the sender’s phone number, an SMS “short
code” of five or fewer digits.

Call Log and Spam Log

In the sample screenshot at the left, a number had
previously been added, with call blocking. The Call Log
show n indicates that a callw as made to the device, but it
was blocked.

If this number w as also set up to have SMS blocked, and
a message w as sent, that information w ould appear in
the Spam Log.
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Backup and Restore

Security Shield’s Backup function lets you backup the
Contacts and Calendar events stored on your device.
To access these features, select the’ Backup and
Restore’ icon fromthe main Security Shield display.

Select ‘Backup’ to initiate the process.

If you initiate a backup, data will be stored on our server
in vCard and v Calendar format, respectively. You'll
receive an email with a link and token, to be used for
restoral of your data.
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This screen shows Contacts and Calendar entries being
sent to the SMobile server.

Data is stored on our server for one hour, then deleted
(w hether it has been dow nloaded or not).

To recover data, select the “Restore Data” icon from the
Backup and Restore display, highlighted at the left.
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You'll supply the token (received in email) in order to
restore your data.

The data is stored in vCard and vCalendar format, a
format that is standard across major mobile OS
platforms (for example, WM, RIM/BlackBerry, or
Symbian). This means that if you change devices, you
may restore data to your new device evenif itis a
different platform than that of your old device.
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SMobile Systems, Inc.
4320 East 5th Avenue
Columbus, OH 43219

Contact support at:

Phone: 1-614-251-2238

Toll-Free: 1-866-323-0480

Email: support@smobilesystems.com

Parental Controls Dashboard - Release 8.6

Includes Android version 1.6.18, and Symbian, Windows Mobile, and BlackBerry 8.6
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